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Overview: DevOps and the State of IT automation 
IT and Engineering organizations of all sizes are experiencing a tectonic shift in 
the way they build, deploy, and maintain software in the datacenter. What 
began as a cloud computing revolution rapidly morphed into a revolution in the 
culture of IT. This revolution is known as the “DevOps” movement. As its name 
suggests, DevOps began as an effort to remove the barriers between software 
developers and IT operations. To increase efficiency, many IT organizations 
began melding the responsibilities of the software developer with those of IT 
operations personnel.  

DevOps is a relatively new effort, and teams are very quickly mired in the fast changing IT landscape. 
The key trends shaping this area include: 

• Cloud computing 
• Webscale IT 
• Microservices architectures 
• Containers 

Cloud platforms (public and private) have evolved to treat IT infrastructure as code. The result has 
been the rapid transformation of the datacenter from hardware to software. As a result, DevOps 
practitioners can ‘program’ the datacenter just as they once programmed applications.  

The growth in mobile computing has fueled the rise of Webscale IT, where in systems must be ready 
to serve millions of requests per day, 24x7. Downtime is unacceptable. Features are updated each day, 
and many times a day achieving continuous delivery.  

This movement also resulted in a new, modern application architecture known as “microservices”. The 
microservices architecture enables engineering organisations to decouple software components 
across organizational boundaries. Each service has its own lifecycle, and can be managed 
independently. The result is that different software teams are less likely to become bogged down in 
complex release processes involving many teams.  

The infrastructure demands of modern applications turn out to be highly fluid. DevOps teams often 
need to scale up (and scale down) services as capacity demands ebb and flow. They also need to be 
able to modify and test the service in-place, by upgrading libraries, modifying credentials, retrieving 
log files, and so on. 
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Cloud platforms, both public and private, enable IT to create and interact with resources on-demand. 
The time to provision a new server instance has consequently dropped from weeks to seconds. 
Through APIs and SDKs, they enable DevOps to perform deployment activities programmatically. 
DevOps is therefore able to automate many of these activities in a very rudimentary fashion by, for 
example, writing scripts that call the APIs or code that uses the SDKs. 

Besides these ‘cloud native’ tools, many other tools have emerged to enable the automation of 
provisioning and deployment. As a result, virtually any service and its underlying infrastructure 
(compute, storage, network) can be defined as code. This enables structured versioning for each 
change, as well as automatic deployment to an environment that reflects the changes.  

The seeming simplicity of the modern technology stack, however, masks real-world DevOps 
complexity. For example, modern applications are usually composed of many disparate services, not 
just one. Each service might be hosted across dozens of nodes in a datacenter for the purposes of 
scale and redundancy. Deploying these multi-node services, and then managing the lifecycle of 
create, update, and delete, is complex, manual, labor intensive, and error-prone.  

The velocity of innovation has also changed. Organizations deployed a new release every few months 
(or even years). However, practices such as Continuous Delivery (CD) mandate that new code, testable 
with new environments and resources, change and go live multiple times a day. 

As a result, DevOps automation is now a basic necessity for IT to operate 24x7 reliably.  

However, automation remains broken. It is achieved through a hodge podge of ad-hoc scripts written 
directly against cloud platforms. Some tasks are automated. Some are manual. Many different tools 
make up the automation tool chain. (These tools commonly include configuration management, 
systems management, cloud management, and the command line.) 

The aforementioned developments in the IT landscape - increased complexity in service architecture, 
coupled with the faster cadence of software delivery, creates a raft of fresh challenges for 
development and IT operations alike. Manual tasks and shell scripts, the traditional arsenal of IT 
operations, turn out to be too slow, too error prone, and too brittle, with no reuse and very little 
visibility.  

In this paper, we examine these challenges more closely and propose a dedicated solution for DevOps 
automation. 
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New Challenges in DevOps Automation  
A survey of it practitioners identified the top 
challenges with provisioning and configuring 
infrastructure. The number one issue, identified by 
46% of respondents, was a lack of collaboration 
across development and operations. Other 
significant issues include a lack of common 
scripting skills, too many configuration errors, and 
no ability to test the impact of configuration errors. 
Let us examine some of the challenges faced by 
DevOps in depth.  

Collaboration: Dev vs Ops 
While the term “DevOps” makes it seem as if the two disciplines can be easily melded, in reality,  
software is still crafted by development teams, tested by Quality Assurance, and then operated by IT 
Operations. This organizational fragmentation leads to problems in collaboration and coordination, 
impeding the flow of continuous delivery. 

Development teams are driven to move as fast as they can to build new services. Quality assurance 
and release teams are driven to be as thorough as possible. However, both teams are often gated by 
the cumbersome processes involved in provisioning required infrastructure, not to mention enterprise 
IT governance. At the same time, IT is under constant pressure to do more with less. Automation must 
serve all teams and broker peace, assisting in collaboration across Dev and Ops. 

Managing across heterogeneous cloud platforms 
Typical enterprise IT environments are heterogeneous, spanning different cloud platform vendors, and 
private and public clouds in their labs and data centers, simultaneously. However, enterprises desire a 
single point of control to span all cloud infrastructures. This requires automation solutions (scripting, 
humans or otherwise) to speak multiple platform native protocols.  

Deploying complex service architectures 
Modern applications are distributed and service-oriented, whether or not they follow microservices 
principles. A typical service is comprised of multiple (different) interdependent tiers of nodes, each of 
which might scale individually to deliver the desired performance. Automation solutions must enable 
automation across dozens of distributed nodes even in small-scale environments.  
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Spanning global datacenter environments 
To support a global customer base, an individual deployment can actually result in multiple roll outs to 
data centers around the world, each having multiple availability zones for redundancy.  
Deployment processes must also interact with multiple external vendor services such as content 
delivery networks accelerate service, application, and artifact delivery as well as operational facilities 
such as application availability, logs, and monitoring services. To minimize disruptions in a 24x7 
economy, deployment models are increasingly sophisticated. Some deployment models include 
‘incremental’, ‘canary’, ‘rolling’, and ‘blue-green’ strategies, each of which requires orchestrating and 
coordinating global resources at scale.  

Not just compute, but also environment resources 
A complete service deployment requires not just deployment of binaries and supporting components, 
but also provisioning the underlying storage and network especially with the emergence of cloud 
storage and SDNs. Automation is incomplete without involving these layers. However, different teams 
manage different layers of enterprise IT, making this a fairly complicated task, both in terms of people 
coordination, and heterogeneity in storage and network stacks.  

Taming dynamic application lifecycles  
In many ways, DevOps begins at deployment time. DevOps teams actually spend the bulk of their 
time performing application lifecycle management and operational maintenance in the production 
environment at runtime. However, most tools and processes completely overlook the lifecycle 
management aspect of DevOps.  

The modern needs of business make application lifecycle more dynamic than ever. Applications are 
often updated many times a day. New services and components are added, upgraded, and removed at 
a rapid pace. Varying loads requires frequent adjustments to capacity. Gone are the days when 
deploying an application and periodically adjusting resources on its underlying virtual machine was 
sufficient to maintain its operational status. DevOps needs to be able to interact with services 
deployed over multiple nodes at the same time that customers are interacting with them at runtime. 
Ensuring compliance with business policies  

While cloud environments can make the enterprise more agile, they also create more risk in terms of 
unabated resource consumption. Enterprises carefully control who has access to what, under what 
conditions, and often require approvals for allocation of resources. Enforcing various types of business 
policies, without slowing down IT is a balancing act for any enterprise. Automation must help enforce 
these policies, without introducing friction into the normal developer and DevOps workflow.  
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Keeping it simple  
Given the complex nature of IT automation, solutions themselves can be very complicated. Spaghetti 
code, undocumented scripts and humans, combine to make this process fairly error prone, slow to 
scale, and unrepeatable, defeating the purpose of automation.  
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Existing Automation is Insufficient 
Existing automation solutions (primarily sold under the IT automation banner)  
have always been an afterthought and suffer from the many limitations. Most 
were built as point solutions, that tried to improve upon home-grown scripts. 
They solve automation within a silo, and perhaps automate a single aspect of 
the entire application lifecycle. As a result, they are also based on scripting, 
which works for simple, single-node orchestration at best. Moreover, they never 
delivered on enterprise needs of simplicity, scalability, security and reliability.  

A patchwork of tools 
With the explosive adoption of the cloud, DevOps and the microservices architecture, a tremendous 
number of technologies have arisen for automating isolated tasks related to  the application lifecycle. 
These point solutions have proven incredibly beneficial, yet the proliferation of these tools has in itself 
become significant problem. 

A fragmented environment for DevOps to cobble together 
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Existing solutions can be categorized as follows: 

Cloud-native tooling 
The various cloud platforms, such as Amazon Web Services and Google Compute Cloud, provide 
extensive tooling for creating, managing, and metering instances, deploying containers, configuring 
resources (such as load balancers and data stores). These tools often have associated command-line 
interfaces, SDKs, and web APIs.  

Runbook automation 
Runbook Automation (RBA) is the ability to define, build, orchestrate, manage, and report on 
workflows that support system and network operational processes. A runbook workflow can 
potentially interact with all types of infrastructure elements, such as applications, databases, and 
hardware. 

Configuration management 
Configuration management (CM) refers to a discipline for evaluating, coordinating, approving or 
disapproving, and implementing changes in artifacts that are used to construct and maintain software 
systems. An artifact may be a piece of hardware or software or documentation. 

Cluster management 
Cluster management tools enable coordinated control over multiple servers, using agents that run on 
each node of the cluster to manage and configure services, a set of services, or to manage and 
configure the complete cluster server itself. In some cases the cluster manager is mostly used to 
dispatch work for the cluster (or cloud) to perform. 

Dynamic configuration 
Elasticity and auto-scaling in application infrastructure require updates to discover the gain or loss of 
ephemeral instances. Cluster management solutions which contain service discovery may not cross to 
hybrid architectures or even to peer clusters. Applications require real-time changes in their 
configuration to respond to deployment and maintenance needs. These requirements can be satisfied 
with dynamic configuration, but every change can trigger a cascade of dependencies. Consider the 
challenge to change a database password by orchestrating operations at a global scale whenever a 
security event or a credential policy expiration occurs. 

DIY scripting 
All of the activities involved in runtime lifecycle management can be accomplished using various 
flavors of shell scripting. DevOps is very familiar and comfortable scripting a huge variety of workflow 
behaviors. However, even the best scripts are very expensive and difficult to maintain over time, and 
offer few opportunities for reuse. Still, scripting remains the option of last resort when none of the 
tools above provides needed automation features. 
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Lack of workflow 
The various tools for automating provisioning, environment configuration, container provisioning and 
so on must be manually coordinated, or at best, ‘orchestrated’ using customized, brittle scripting. 
Manual and scripted orchestration suffers from the following issues: 

• It is highly error-prone 

• It is impossible to clone between various environments (such as dev, QA, staging) 

• It is incredibly costly to maintain over time 

• Changes are tested live because there isn't a proper test environment 

Significant custom coding 
The solutions available today offer little value “out-of-the-box”. The reason is that infrastructure, 
environment, and application configurations are so varied that little commonality exists among IT 
departments. IT departments must devote resources to learning, coding, and maintaining automation 
code that may or may not last, and which has very little potential for reuse. Additionally, lifecycle 
processes around this custom code need to be managed on an ongoing basis, draining precious 
resources from software development that would improve customer experience and add to the 
organization’s bottom line. 

Inability to scale 
Modern application deployment architectures often involve distributed data centers running tens of 
thousands of nodes. When things go wrong, organizations are often reduced to manually logging into 
hundreds of machines to find out what happened. So much deployment customization is built into 
scripts that processes are not consistent. Furthermore, credentials often need to be shared with 
personnel who lack appropriate roles. DevOps Automation needs to span these many varied data 
centers in a way that can be centrally managed, while scaling across environments to support tens of 
thousands of nodes in a unified fashion. 

Not built for security & compliance 
DevOps has a mandate to vastly increase the cadence of software delivery, but none of the 
requirements around security and compliance, in other words ‘governance’, can be relaxed. Existing 
solutions require any sort of governance-related activities to be implemented in custom code or left to 
manual deployment checklist items. The limitations of these two approaches are that no one outside 
of engineering can understand exactly what the code is intended to do, or to monitor changes in the 
behavior of that code. Manual checklists have the problem of consistency--in “fire drill” situations, 
manual process are often skipped with the intention of being performed once the dust settles. 
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Lack of reliable repeatability 
Collaboration between Dev and Ops is critical to the success of CD. Ideally, collaboration enables 
development to become more involved with infrastructure configuration, and for IT operations to 
become more familiar with application architecture. A larger goal for collaboration is the ability to 
replicate DevOps best practice across multiple teams. The issue with solutions today is that there is 
no focal point on which Dev and Ops can concentrate. Everything is ad-hoc. Configurations can be 
contained in many different types of artefacts, such as ‘cookbooks’, yet those artefacts only relate to a 
single piece of  infrastructure. Scripts are not reusable across those environments, and workflow 
needs to be duplicated to run the same tasks for different environments. The result is a complex set of 
configurations that make it difficult to reuse and share processes across different teams. 
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Solution for DevOps Zen 
While numerous solutions exist today for solving various parts of the DevOps 
problem, automation largely remains an unsolved. Many solutions miss the 
complexity of real world environments, choosing to focus on a slice of the 
puzzle, while making simplifying assumptions about the state of the datacenter. 
(e.g. not everything is virtualised, not everything is a container, and not all 
applications fit within a public cloud). What is needed is a solution that 
addresses the challenges created by the emerging IT landscape, while 
accounting for legacy that already exists. It helps enterprises navigate their 
journey from their current state, to their desired state, enabling convergence of 
automation across various silos.  

DevOps automation converges existing silos 
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A complete DevOps automation solution requires the following characteristics: 

✓ Model-based automation 
✓ Workflow-driven orchestration 
✓ Workflow-driven lifecycle management 
✓ Cloud, container and infrastructure agnostic 
✓ Leverages existing investments in tools and platforms 
✓ Provides a single pane of (DevOps) glass 

Model-based automation 
A model is an abstract definition of an application or service that accounts for its various 
dependencies. By working with models, rather than concrete configurations, DevOps gains the ability 
to create service definitions that are decoupled from the specific environment details. These models 
represent Infrastructure as Code and yields workflows that are flexible, repeatable, and shareable 
across multiple teams, environments, and other workflows. 

A policy-based approach naturally complements model-based automation. Models abstract service 
configurations, and policies decouple management concerns from concrete configurations. The result 
is a highly flexible and resilient mechanism for describing the anticipated runtime behavior of a 
service. This approach also helps to ensure that services comply with security- and governance-
related corporate policies in an automated fashion. 

Workflow-driven orchestration 
Today, DevOps is forced to bridge silos using two mechanisms: brittle scripts and cumbersome 
manual processes. Workflow-driven orchestration, by contrast, executes steps across a variety of 
silos. The orchestration that occurs is the result of predefined workflows. Workflow-driven 
orchestration enables tasks to be coordinated centrally across diverse pieces of infrastructure, across 
multiple containers, and various supporting resources, such as databases, load balancers, and so on 
across the world for the entire lifecycle of applications and environments. The use of workflow 
ensures that complex tasks can be carried out reliably, and errors can be handled gracefully. As 
opposed to just better scripting, workflow ensures repeatability that enterprises can trust.  

Workflow-driven lifecycle management 
The deployment lifecycle extends far beyond the provisioning of a service and related infrastructure. 
This is the hard part of DevOps automation, where existing solutions offer little value. The runtime 
lifecycle can be thought of as the set of activities that make up the “deploy to destroy” lifetime of a 
service. Some runtime lifecycle activities include: 

• Starting and stopping services 

• Removing and adding servers to load balancer lists 
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• Updating application components and artifacts  

• Scanning and retrieving log files across dozens of components 

The right solution does not stop at initial provisioning. It provides the platform to manage and 
maintain the application throughout its lifecycle, from initial deploy to expiry. While some of these 
tasks are single step activities, the majority are multi-step functions that must be orchestrated via a 
stateful workflow. Scripting simply isn’t sufficient.  

This enables automation of complex functions, such as upgrade, migrate and retire, while accounting 
for the dependency chain within a distributed service. Workflows can encompass all of the manual 
run books operations teams undertake to maintain existing applications and environments with 
necessary approvals or notifications. 

Cloud-, container-, and infrastructure-agnostic 
Modern production environments span many different technologies, including a diverse array of 
private and public clouds, various virtualization technologies, and also infrastructure. Different teams 
within a single organization might even be using competing and overlapping technologies. The ideal 
solution for DevOps automation needs to enable orchestration across such a heterogenous landscape. 
For example it needs to be able to coordinate workflow across virtual machines, as well as one or 
more container-based mechanisms, such as Docker and CoreOS.  
Leverages existing investments 

IT organizations have already invested heavily in automation, if not in tooling then at least in personnel 
and in custom scripting and coding. Some of these tools include configuration management systems 
(e.g. Chef and Puppet), build automation systems (e.g. Jenkins), hypervisor managers (e.g. VMWare 
vCenter), as well as the newly emerging ranks of container cluster managers (e.g. Docker Swarm, 
Mesosphere, and Kubernetes). Each of these tools represent a silo of automation. Any DevOps 
automation solution needs to work with those existing solutions and leverage them for the tasks 
they’re best suited to. 

A single pane of glass 
What DevOps really needs is a central location where all workflow can be defined, maintained, 
monitored and shared. Today, so many different environments and tools are involved in the 
automation workflow that DevOps personnel are rarely able to share a holistic view across the IT 
landscape. The ideal DevOps automatic solution delivers a unified view across all infrastructure, 
resources, and containers, enabling DevOps to achieve  bird’s-eye view, enabling collaboration and a 
common perspective on the deployment environments being managed. 
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DevOps Automation with Calm  
Calm.io provides the industry’s first dedicated platform designed to address the 
unique challenges of DevOps automation--the Calm DevOps Platform. Using a 
model-based workflow, Calm DevOps Platform addresses the main issue of 
fragmentation across the converged data center. By providing a layer across the 
silos, Calm automates the runtime lifecycle for modern distributed services 
running on hybrid cloud environments. With Calm, Dev and Ops can focus on 
activities that deliver immediate business value to the organization. 

For more on the Calm DevOps Platform, refer to the datasheet or contact info@calm.io to schedule a 
demonstration.
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